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Hardware

Hardware
LCD display
Touch panel

CPU

Operating system

RAM
ROM
Camera
Wi-Fi
Ethernet
Card slot

1/O port

Bluetooth
Earphone
Power supply

Battery

ezlo

. Android Touch Panel
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Spec

10.1 inch, resolution 1280x800, LCD
Capacitive 10 points touchscreen
RK3566 Quad core cortex A55
Android 11
4GB
16GB
5 MP front
802.11b/g/n/ac
100M/1000M ethernet R145
SD card
1 Micro USB OTG
1USB 2.0 host
1USB 3.0 host
1 USB Serial port
THDMI output
5.0
3.5mm earphone +micphone
Adapter, 12V/1.5A

5000mah/3.7V



Ezlo Secure Hub - LED & Button troubleshooting guide

—
Ezlo Secure
Connect everything in a single platform.
ezlo innovation
vera centralite mios  forirezz
# Reset button action LED Indication Result action
1 1short (0.05 - 0,5 seconds) press None Send the broadcast message to
within 1.5 second cloud server
2 2 short (0.05 - 0,5 seconds) Two Blinks Reset client connection Wi-Fi
press within 1.5 second settings



n

12

13

15

16

17

18

3 short (0.05 - 0,5 seconds)

press within 1.5 second

One long (2 - 5 seconds) press

One long (5 - 10 seconds) press

One long (10 - 20 seconds)

press

Holding more than 20 seconds

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Fast yellow blinking

Fast blue blinking (twice
per second)

Fast white blinking
(twice per second)

Slow white blinking
(once per second)

None

Solid Blue

Blinking Amber

Slow purple blinking
(once per second)

Solid green color for 2
seconds

Solid red color for 2
seconds

Slow waving blue and
purple (once per second)

Fast waving blue and
purple (twice per
second)

Slow waving light blue
(repetition time 5s)

Slow waving yellow and
light blue (repetition
time 5s)

Slow waving red and
light blue (repetition
time 5s)

Fast blinking red (twice
per second)

Perform hub Power off action

Reboot controller

Soft reset

Factory reset

Cancel factory reset start

Unit is connected to cloud

Unit is not connected to cloud

Firmware update

Firmware update finished
successfully

Firmware update failed

The process of adding a new
smart device started

The process of removing smart
device started

The Ezlo Secure works from the
battery

The battery level of the Ezlo
Secure controller is 25 % or less
(Only if the power source is
battery)

The battery level of the Ezlo
Secure controller is 10 % or
less(Only if the power source is
battery)

Booting / Critical battery level.
Charging required


https://confluence.mios.com/display/ELFD/Power+off

Security Partner Portal

Introduction - Dashboard & Menu

Dashboard

e The Partner Dashboard allows you to set up your company branding to make sure

your customers recognize your brand and know where to reach you.

e You also have full Customer Management capabilities, so you can set up new
customers and manage existing ones.

ezlo

B2 Dashboard

EzloCST
v
Partner Master User

- E
= 4

+ Create Customer + New Ticket

Customer v Search Account
@ Service Ticket
23, users
@ Settings v
ﬁ Permissions
@ Knowledge Base v Reset
m Service Packages
M Reports
Settings
Customization
Branding

Under Settings > Customization > Branding you can upload your company Logo and also
change the Font color by selecting one of the Swatches displayed on the screen:
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ezlo

Innovation Branding

Dashboard

<

oo
o+
ezlo

Service Ticket INNova l‘lOﬂ
= Users Primary Color :
@} Settings v
ﬁ Permissions
@ Knowledge Base v

_L_D Service Packages

n Reports

#0300a6

HEX

Resident Portal

ezlo

Innovation L
Select Customizations

BT Dashboard

R (oo | oo ot
@& customer v

€ Service Ticket Preview
2, Users
ezlo ezlo
& settings v
& Permissions 15 Dashboard Show B3 Dashboard
Knowledge Base v
o & Automation Show & & Automation
[0 Service Packages
MeshBots Show MeshBots
M Reports
Advanced Scripting Show 4 Advanced Scripting
Variables Show Variables
Expressions Show Expressions
Lua Scripts Show Lua Scripts
- Integration Show & M. Integration
NuCAL Show NuCAL
IP Devices Show IP Devices

Version - 22.2

e The Resident Portal, also called EZlogic, can be customized in order to suit your
needs. It is a very powerful tool providing a lot of functionalities and integrations.

11



= D T3

Lo

In Settings > Customization > EZlogic you can customize the Resident Portal
interface.

Go to the ‘Menu’ area to choose which items are shown in the left-hand menu of the
Resident Portal Web Page:

Here you can also change the logo for the Resident Portal by clicking on ‘Upload
Logo’ option.

In the ‘Color theme’ area you can choose the Primary, Navigation Menu Text,
Trigger & Action Background, and Primary Button colors.

ezlo

iInnovafion . .
Select Customizations

Dashboard
Color Theme ‘ Nodes & Controllables ‘
W

Customer

Service Ticket

Primary Color: . #0300aé |
Users L J
Settings v ( 1
Navigation Menu Text Color: ® #697580 ‘
Permissions \ ’
Knowledge Base v Trigger & Action Background Color: #Fofafb |
Service Packages .
Primary Button Color: . #3edéae ‘
Reports R —

In the ‘Nodes and controllables’ area, choose which node types are visible in a
Meshbot trigger. Choose what types of controllable are visible in meshbot actions:

12



ezlo

Innovation

EE Dashboard

[ Menu

Color Theme

Nodes & Controllables

Customer v Cloud Meshbot Local Meshbot
@ Service Ticket
Nodes Sort Nodes Sort
23 users
Device Device
@ Settings v
e Date and Time Date and Time
@ Permissions
@ Knowledge Base v NuCAL MeshBot
L0 Service Packages Cloud Variables Security Mode
u Reports Cloud Variables =
Controllables Sort
NuCAL =
Device =
Controller =
Notification =
Expression =
Dashboard =
Local Variable =
NuCAL =
Controllables Sort
Version-2.22 =

Device =

Contact info

e Going into Settings > Contact Info you can specify your company’s support phone
number, email address, and website details, so customers know where to reach you:

ezlo

EE Dashboard

Contact Info

Customer v

Support Phone Number:
@ Service Ticket

2N Users Support Website:

@ Settings ~

Site Checklist Support Email:

Branch

Contact Info Save
Customization v

CMSs

13



Branch

Under this section, you can set up the regional branches you may have and include the
managers' contact details.

Site Checklist

In this section, you can create a list of items to be checked or verified for each installation.

This is a custom list that can include items specific to each use case that need to be done
during the installation.

Users (Installers)

Users or Installer accounts are for your technicians who set up the automation systems for
your customers (residents). ‘Installer’ is a type of user that you must create in the partner
portal.

EzloCST

ez I o Partner Master User
>

EE Dashboard
Customer v
Q
Q Service Ticket
[ 2 users ]
Settings v . . o
@ We couldn't find any users matching your search criteria
ﬁ Permissions
@ Knowledge Base v

Complete the user details form, making sure to select Installer in the ‘Role’ field:

14



Create User

Enter User Information

User Name
First name
Last name

Email

Role
Installer v

Permissions

Default Permissions ( Access ... v

We will send an account verification email to the new installer which contains their
username and password.

15



Customer Management

Create New Customer

The customer (resident) accounts can be created from the ‘Customer’ tab > ‘New account’

EE Dashboard

ezlo

New Customer Creation

( Customer ]

L[ New Account ]

63
@ Settings v
&
O

Manage Existing

[Create Customer]

Service Ticket
Create Customer account for future installation

Users

Permissions

Knowledge Base v

[0 service Packages

or from the ‘Dashboard’ >

o+

OB kOB

Reports

‘Create Customer’

ezlo

Dashboard
Customer v
Search Account

Service Ticket

Users

[ NUMBER OF INSTALLATIONS (0] ¥

EzloCST

Partner Master User

MIBER OF ACTIVE SUBSCRIPTION 0

4+ Create Customer 4+ New Ticket

Settings v

/

Permissions
Reset
Knowledge Base v

16



e There are three stages.

Create account

Enter Custemer Information.

o 2] o

Customer Info Select Package

Basic account details

Select the type of customer

Select the service package (CMS if the customer will have the Security service)
Additional details and finalization

o O O O

e Enter your new customer’s contact and address details on the first page. ‘Installation
Address’ is the address where the controller is located.

ezlo

Innovarion
Create account

oo Enter Customer Information.
o+ Dashboard

Customer v o e e
@ Service Ticket Customer Info Select Package Complete Ac

2 Users

. Customer Information
{é} Settings v

ﬂ Permissions

@ Knowledge Base v

User Name Company Name

.ED Service Packages

[ Eempty Residence ]

[ reports Phone numbe Email

ealer Customer ID 13166392 ( daniel +cstinstallerlive1 @ezlo.com ) -

Installation Address

Additional Street Address

Version - 2.2.2 ) ) Time Zone

17



e Make sure to choose the technician who will be responsible for the customer’s
installation from the ‘Select installer’ menu:
customer@email
customer@email
your partner 1D
ST A
13143522 ( muzamil.ali@ezlo.com ) a
12 ( johana,jocli@gmail.com )
13143842 ( dealerinstaller001@testmail.com
13143882 ( installer0102@test.com )
13143892 ( newinstaller01@gmail.com ) i
13144112 ( sample.dealerinstaller01@testmail.com )
13145482 ( dealerinstallerQ05®@testmail.com )
13145712 ( sathishpartnerinstaller@test.com )
13145722 ( sathishpartnerinstaller0 t )
13145732 ( sathishpartnerinstaller001@test.com )
13145742 ( tugomutipu@mailinator.com )
[ ]

Go to the next step and select one of the available packages

Create account

Enter Customer Infarmation,

Customer Info Select Package

Service Package

(@ EzZ5mart Home O Ez smart Security
- IP Only Connectivity - IP Only Connectivity
- Home Automation - Central Station Monitoring
- Videa Doorbell y - Home Automation
C

- Self Monitored Notification

- Video Doorbell

- Natifications

$ 2,95 monthly per account

§ 6.50 monthly per account

O =z smart Security=

- IP Only Connectivity
- Central Station Monitoring
- Home Automation

- Video Doorbell

- Notifications

- Cell Connectivity

$ 9.50 monthly per account

18



e Click next to move onto the ‘Complete Account Creation’ screen and save your new
user. During this process, the Default Pin Code for the Security Panel is also created
(The Default Pin Code is 1234 - It's highly recommended to change the Pin Code
after the first login)

Create account

Enter Customer Information.

Customer Info Select Package Professional Monitoring Info Complete Account Creation

Customer's Account Successfully Created!
Customer's KVS Successfully Created!
Ticket User Successfully Created!

Default PIN Code Created!

Back to customer list

e We will send a welcome email to the user which contains their account username and
password.

Manage Existing Customers
In the Manage Existing Customers section, you can view the current list of your customer
accounts and filter them using the search option.

If the name or email address of the customer is selected, a new field will appear with
information regarding:

Customer Info

From here you can edit the customer’s information (name, phone number, company name,
email), the installation address, billing address, and mailing address.

You can change the installer, modify the installation date and contract end date of the plan,
and view if the plan is activated.

19




fae_partner28

v
ez I o Partner Master User

< e [ ]

Mailing Address
CUSTOMER

@ customerinto

@ system Info

[ Moenitoring

% Packages

© site Checklist

.

© Tickets Additional Account Information

£ History

e installer28@yopmailcom ) -

12/14/2022 ]

Additional User's

. No users available..
Version - 213

System Info

Under this section, you will see firmware details of the hub and the list of devices paired with
the hub.

20



fae_partner28

%

caExTive

System Info : 92002903

Controller Information Devices

< Home Firmware Hub Info

CUSTOMER

4739ebf0-f764-11e2-8603-85321e71d301 Local Time 2-14T15:04:23+0200

@ customerinfo

© svstem info Jnline - Uptime 04 2h 51m 455
[ Monitoring A http://ell.mios.com/linux_firmware/live T Europe/Bucharest
M Packages A server UUID - odel h2_secure.d
@ site Checkiist Linux firmware ) R -
2 Ezlogic

Tickets

®
€D History A

out upgrade

Version - 21,3

fae_partner28

System Info : 92002903

< Home Connected Devices
CUSTOMER
O customer info DEVICEID NAME ROOM ID CATEGORY/SUBCATEGORY BATTERY POWERED MANUFACTURER/MODEL SECURITY DEVICE STATUS  REACHABLE READY
@ system info 63999h219504cby18¢542bb3¢ Controller Siren siren / No / high idle ves Yes
[ Monitoring
6399200895045 40e5390e2 Door/Window Sensor security_sensor / door Ves Centralite / 3323-G no idle Ves Yes
P Packages
639920099504lb540€5390e6 temperature / ves Centralite f 3323-G no idle ves Yes
@ site Checkiist
639922a79504dlb1d534086ch Motion Sensor security_sensor / mation ves Centralite / 3328-G no idle ves Yes
2, Ezlogic
@ Tickets 639922a79504dlb1d534086¢f Temperature Sensor temperature / Ves Centralite / 3328-G no idle. Yes Yes
D History 6390a2a0504d 1 15340862 VistaCam ADE2D50C06FS camera / doorbell_cam No Ezlo / VistaCam1203 no idle Yes Yes
639922f29504d 153408643 VistaCam 1203 AOE2DS0COGF9 Motion Sensor generic_sensor / motion No / no idle ves Yes
639922f29504d1 153408645 VistaCam 1202 ADE2DS0C06F9 Sound Sensor level_sensor / sound No no idle ves Yes
639923149504lb1d53408710 VistaCam 00526EFEETE camera / indoor, No Ezlo / VistaCam703 no idle Ves Yes
639923159504clb1d53408711 VistaCam 703 0062 B Motion Sensor generic_sensor / motion No no idle Ves Yes
639923159504db1d53408713 VistaCam 703 0062 level_sensor / sound No / no idle ves Yes
6399572c9504clb1d53408747 smoke & CO Sensor security_sensor / smoke Yes First Alert / ZCombo no idle ves Yes
639957260504els1d5340874dl O sensor ves First Alert / ZCombo no idle ves Yes

Version - 2.1.3

Monitoring

In this section, you will be able to view details related to the Central Monitoring Service and
enable or disable Test Mode. You can view the Service Package that you currently have, the
subscription start date, and edit the Emergency Contact information.

21



CUSTOMER ErE

fae_partner28

Central Monitoring Settings

< Home
Emergency Contact Info m
Emergenc,

ontact 1

@ customer info
@ systeminio
) Moenitoring

M Packages

© site Checklist
Additional Dispatch Instructions m

2 Ezlogic

Q@ Tickets
£ History

Service Package

EZ Smart Home EZ Smart Security

Subscription started on 12/14/2022

Version -21.3

Packages
In this section, you can change the plan of the account (EZ Smart Home, EZ Smart Security,

or EZ Smart Security+). Downgrading from EZ Smart Security to EZ Smart Home will
disable the CMS account with the provider.

22



Service Package

EZ Smart Home O EZ Smart Security O

- IP Only Connectivity - IP Only Connectivity

- Home Automation - Central Station Monitoring

- Video Doorbell e - Home Automation .
o) )

- Self Monitored Notification - Video Doorbell

- Notifications

$ 2.95 monthly per account ~
’
o,

B

B¢

EZ Smart Security + O

- IP Only Connectivity

- Central Station Monitoring

- Home Automation

- Video Doorbell (@

- Naotifications

$ 6.50 monthly per account

- Cell Connectivity

$ 9.50 monthly per account

Site Checklist

In this section, you can create a list of items to be checked or verified for each installation.

This is a custom list that can include items specific to each partner that need to be done
during the installation.

23



fae_pariner23

Site Checklist

< Home
Ne Site Checklist has been run for this customer yet. Click the Run New Checklist button to run one now.

CUSTOMER
Customer Info

System Info

0o e

Menitoring

Packages

© @

Site Checklist

Ezlogic

Tickets

[

History

Version - 2.1.3

Ezlogic

From this section, you will be able to access the resident portal view for the customer.

fae_partner28

>¥
ezlo =4 3:17PM

Wednesday, December 14

02002903
5 Dashboard
< Home ) Door/Window sensor Closed
& Automation -
CUSTOMER
@ customerinfo ¥ nteyration - Di ed  Motion Sensor No Motion
Isarm
& Plugins -
@ systeminfo
@ settings . smoke & CO Sensor Smoke Detected!
Menitorin,
G ¢ Cameras
[ © Account -
B Packages O sensor Armed
Q@ site Checkiist Herts
2 Ezlogic Devices CO Detector Armed
Q Tickets
Meshbots
£ History
Settings

@ Support

Version - 2.1.3 ) Logout v.1422

24



Tickets

From this section, you can view the tickets submitted by the selected customer or create new
tickets.

In order to create a ticket, press ‘New Ticket’ > Select user > Choose the category > Select
the priority level > Describe the issue > Press on ‘Create’

fae partner23

e Partner Master User
"~
All Service Tickets O Refresh User

< Home a

CUSTOMER
Open a New Ticket
© customerinfo
@ systeminfo

[ Monitoring Select User v

# Packages

@ site Checkiist

2, Ezlogic
@ Tickets
S

D History Voritoring ssue

Caneel E

Version - 21.3

History

From this section, you are able to view the Alert History, Account History, and System
Access History for the selected customer.

25



fae partner2s
™

eneivive

History
< Home Account History System Access History
CUSTOMER
@ customerino History of all communication to/from SmartHome system
@ system info
() Monitoring a
R Packages
] ) a svems Antser o
Q@ site Checkist AllEvents v All Devices v o] o]
2, Erlogic
@ Tickets
wing: 5 histories Rows perpage: 57 1-50f 10 <>
£ History
EVENT TYPE DESCRIPTION DATE AND TIME(EST)
Monitor Front Door Closed 12/05/2022 08:24:32
Command Bedroom light set is On 12/05/2022 08:24:32
Command Bedroom light set to 30% 12/05/2022 08:24:32
Monitor Front Door Open 22/05/2022 08:24:32
Monitor Front Door Open 20/03/2022 08:24:32

Rowsperpage  5v  1-50fl0 < )
Version - 2.3

Permissions

In this section, you can create a new type of customer that can access specific information
from the portal.

fae_partner28

/r‘

Create Permission | Back |

89 Dashboard . o

B customer .

) Service Ticket

O woouies 0 vew [ creare 0 eon 0 oaere
2\ Users
@ Settings o [J customer [m] m} [m] a
@ Permissions [ serviceTicket ] 0 ) o
@ Knowledge Base A [ Reports O O O o
Hetp [ site checuist O [m] [m} O
Manuals
[ service Packages (m] m} m] [m]
[0 service Packages
M reporss O users O O O (]
[0 contactinto [m] (] O (]
0O erancn (m) [m] [m} [m]
[ customization [m] (] O (]
)  Permissions (m} [m] [m} m]

26



Knowledge Base

This section includes the available user manuals as well as a help section for the resident
portal.

Service Packages

Here you can view the Ezlo Protect Kit Packages:

ezlo

Innovation

Ezlo Platform Services

82 Dashboard
Customer

€3 service Ticket
2 Users

@ settings

& Permissions
@ Knowledge Base
L0 service Packages

M Reports

<

EZ Smart Home

- IP Only Connectivity
- Home Automation

- Video Doorbell

- Self Monitored Notification

$ 2.95 monthly per account

«

EZ Smart Security
- IP Only Connectivity

- Central Station Monitoring
- Home Automation

- Video Doorbell

- Notifications

$ 6.50 monthly per account

EZ Smart Security+
- IP Only Connectivity

- Central Station Monitoring
- Home Automation

- Video Doorbell

- Notifications

- Cell Connectivity

$ 9.50 monthly per account

B C

Installation

Installer App Flow

e Log into the Ezlo Protect Installer app with the credentials sent to the installer’s

email.
Once you log in, you can start the installations for pending customers under ‘Begin
new installation’ or you can check the ones that were completed already.

27



Logout  Access Installations Access Installations < Select Your Installation

Enter phone number or email Confirm you selected correct Customer

address of the customer to find =
pending installation CST Resident One

ccmdeprotect@gmail.com
999999

. Main street New Brunswick 152
Q Enter phone number or email addr

I ' n CST Resident One

ccmdeprotect@gmail.com

: : ; Proceed with Installation
Begin new installation

Access Existing Installations

ik . Back
Access existing installation ae

e Go to Begin new Installations to find customers assigned to the installer account with
pending installations.

e Tap the arrow next to the name of the resident for whom you want to perform the
installation.

e You will have a screen, so you can confirm you are installing for the right customer. You
can proceed with the installation by hitting ‘Proceed with Installation’.

Add controllers
e Next, tap ‘+ Add a new controller’ to add a new hub to the resident account:

13:43 Tue 2 Aug eoe T @64% @ )

< Joe Doe

== ) Choose Your Controller

e Choose the controller type you want to add - Ezlo Secure or Ezlo Plus:

28



09:45 Tue 2 Aug <= @ 100% [#2)

EZLO HARDWARE Cancel

P Fzlo Secure

@ Ezlo Plus

e Next, choose which method you want to use to add the controller
- Scan Barcode, Wired Setup, or Wireless Setup:

PREPARE Cancel

"
o Scan Barcode

Follow these steps to connect your Ezlo Controller manually

W Wired Setup

Follow these steps to connect your Ezlo Controller using wired setup

= Wireless Setup

Follow these steps to connect your Ezlo Controller using wireless setup

Scan Barcode

Before you scan the barcode, make sure the controller is:
e Connected to the power supply.
e Connected to the network via LAN cable.

e The controller LED light is blue.

Use your phone/tablet camera to scan the barcode on the back of the hub.

e Ifthe scan doesn't work then tap the ‘Add Manually’ button to directly enter the serial
number and MAC address. Hit ‘Add Controller’ once you have done this:

29



09:50 Tue 2 Aug = @ 100% £ Aug c

» CABLE Manualy adding

SERIAL NUMBER [ MAC ADDRESS)

v

72002819

02:42:12:F0:2A:ED
8 Vou can find the barcodes on the back of your controller. You should scar i3l AUMBEF a0 Mac Addressereodes.

[ Add controller ]

[ Add Manually ]

Wired setup

Before proceeding, make sure the controller is:
e Connected to the power supply.
e Connected to the network via LAN cable.
e The controller LED light is blue.

e And your mobile device is connected to the same network as your controller.

Tap on ‘Connect’ to add the controller after you have confirmed the above.

30



Mon Aug 22

SETUP Need

—
X

Connect the AC Power Adapter to your Ezlo Plus.

—>

If this step fails, you can retry, or instead tap ‘Scan Barcode’ to scan the code on the back of
the controller:

CABLE

We couldn't find any controllers on your network

Scan Barcode

Wait for the light on the Hub to stop flashing and remain blue.

Wireless setup
e Make sure your controller is connected to the power supply.
e Open the native Wi-Fi settings on your mobile device.

Connect to the controller’'s Wi-Fi network. The name of the network is the same as
your controller’s serial number. For example: ‘wifi_92002819'".



1:39 Tue 2 Aug 17 @ 100% 4

SETUP

Open Wi-Fi and select the wifi_XXXXXXX
Use the password printed on the bottom of the E550 controller.

Return to this application after the device is connected to Wi-Fi

Enter the password printed on the bottom of the controller when prompted:

[ ]
Enter the wvord for "wifi_92002819"
Enter Password
Password
e Return to the Ezlo app once your mobile device is connected to your controller’'s Wi-Fi.
e Select the network to which you want to connect the controller, enter the password
then tap ‘Connect’.
e You will see the following confirmation screen after a successful connection.

32



< CONTROLLER

Congratulations

Welcome to your new Ezlo Secure

S/N 92002819
MAC )1

Pair devices

e Connect to the controller you added in the 'Add Controllers' step.

e Ifyou are still in the new controller wizard, simply tap the ‘Start’ button on the
confirmation screen:

33



< CONTROLLER

Congratulations

Welcome to your new Ezlo Secure.

S/N 92002819
MAC

Choose Your Controller
N |

92002819

® Connection OK

H Advanced >
>~ b ki S

This opens the device wizard screen, which lets you pair various types of devices with
your controller.

Select a device category, choose the device you want to add, then follow the pairing
instructions in the wizard:

34



13:34 Tue 2 Aug .o = @ 66% @)

Done Device Wizard

Step 1: Select Your Device

¢+ Z-Wave Smart Start N
“ 7 You can include Z-Wave devices automatically by scanning their QR codes.

U Alarms >
ﬁ Appliances >
Cameras >
' Dimmers and Lights >
Door Locks >
a Doorbells >
Energy >
ﬁ Garage Doors >
fo Generic Z-Wave device >
Hand Held >
Keypads >
fo Other Devices >

e For example, select ‘Cameras’ in ‘Step 1’ and then ‘VistaCam 1103’ to start pairing that
device model:

13:47 Tue 2 Aug wee FTe62%m

< Cameras (&%

Generic IP Camera
Generic IP Camera

VistaCam 1103
Wi-Fi Outdoor Camera

VistaCam 703
Indoor FHD IP Security Camera

1:563PM Mon Aug 22 oo
< Device Wizard
=

Follow these steps to connect your VistaCam 1103 to the intern

Wireless Setup

v

Follow these steps to connect your VistaCam 1103 to the internet usin;

Wired Setup

he LAN connection
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Verify the installation HosME 1008 e s
Security Settings

The ‘Check System’ option lets you confirm that all
devices and controllers are functioning correctly in B Check System >
your installation.

8 Configure Security Modes >
e Tap ‘Security’ > ‘Check System’:

:‘: PIN Code Creation Instructions

G Test mode >

€] LogOut Customer

0

Devices MeshBots Security Settings

e Devices added correctly have a purple ‘OK' next to them. Devices paired incorrectly
have a red ‘Failed’ next to them:
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4 Check Out

@ 3in 1 sensor Ok |i Door/Window Sensor Failed
6 Flood Sensor Failed VistaCam 1203 00626EF01AO0B Ok
/F'O Freeze State Sensor é VistaCam 1203 00626EF01AOB Ok
ffo VistaCam 1203 00626EFO1A0B Ok @ Temperature Sensor Ok
E\ Light Level Sensor Ok 6 Controller Siren Ok

For help troubleshooting failed devices, visit HELP section under Settings menu

e Troubleshooting failed devices:

o Go to ‘Settings’ > ‘Help’ for details on how to contact our support department
directly.

o You can also find device assistance on our support website and in our video
tutorials section.

Configure Security Modes

‘Configure Security Modes' lets you view and configure how security-related devices should
behave in specific security modes.

e Go to ‘Security’ > ‘Configure Security Modes’:
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https://support.ezlo.com
https://support.ezlo.com/hc/en-us/categories/7591460531228-Video-Tutorials-Add-Devices
https://support.ezlo.com/hc/en-us/categories/7591460531228-Video-Tutorials-Add-Devices

1NoSIM & 15:58 1 @ 89% @m)

Security Settings

G Check System >

8 Configure Security Modes >

:ﬁ PIN Code Creation Instructions

G Test mode >

) Log Out Customer

Devices MeshBots Settings

e You can select any mode with a single touch of the buttons on the screen:

Setup secure devices

vy _ "

G L =3
Disarmed Arm (Stay) Armed
At Home Night Away

Disarmed - Disarms all sensors on the controller.

Armed (Stay) - Arms all sensors except motion sensors. Typically used when the resident is at
home. Does not disarm important sensors such as smoke, flood, CO, and glass-break sensors.

Armed - Arms all available sensors. Use this mode when leaving the house and the house is
vacant.

e The settings underneath the mode selection buttons let you configure the behavior of
armed sensors:
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Sensors
2

oe
[ 2

What to do if an armed sensor trips?

oe
[ 2 3

Who should be notified?

oe
L 2

Entry Delay
0s

Exit Delay
1s

Central Monitoring Station (CMS)

CMS (Central Monitoring Station) refers to the monitoring station that will call emergency
services on behalf of the customer if there is a security breach. You can activate this option
from the ‘Security’ tab as follows:

e Tap on ‘Security’ > ‘Activate Professional Monitoring’:
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No SIM & 16:26 7 @ 86% @m)

Security Settings

G Check System >

8 Configure Security Modes >

° Activate Professional Monitoring

:‘: PIN Code Creation Instructions

Q. Complete Installation

B) Log Out Customer

Devices MeshBots Settings

e Complete the required customer information on the form then tap on ‘Proceed’:

1w NoSIM F 16:38 7 @ 84% @m)
< Verify Information

Sacks

Please Verify Monitored Location

1209 NW 3rd Ave
Pompano Beach, FL, FL

Zip Code *
33060
Cross Street *
1209 NW 3rd Ave ?
* Required
Special Dispatch Instructions

s to help locate and enter the home.
e is behind driveway', occupant is

1209 NW 3rd Ave

MeshBots Security Settings

e Next, choose the emergency contacts who will be called by the CMS Team if the alarm
is triggered.

e Remember, these contacts must know the PIN Code you set up for them. The CMS
Team will request verbal confirmation of the code before they proceed.
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e Tap ‘Activate Monitoring’ once you have added all required contacts.

No SIM = 16:32 7 @ 85% @m)

< Emergency Contacts

Individuals that will be contacted to verify an
emergency when an alarm is triggered.

: Ellen Sacks
© Primary Contact

l Evelyn Dinkins
®  Emergency Contact 1

®

Activate Monitoring

o

Devices MeshBots Security

Enable Test Mode

Enabling Test Mode gives you a chance to test your system without triggering false alarms.
To place the account in Test Mode you will need to access the 'Security’ tab, press on 'Test
Mode' > ‘Activate Test Mode’ > Select the test duration > Review the Test Mode settings
and ‘Submit’.
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i NoSIM = 13:46 1 @38%@)
Security Settings

G, Check System >

8 Configure Security Modes >

:* PIN Code Creation Instructions

G Test mode >

B) Log Out Customer

No SIM =

Review Test Mode settings

Test duration

Live Test 30 days

Begin Date
12/15/2022

Begin Time
13:48

End Date

01/14/2023

End Time

13:48

= D
o

Devices MeshBots

Review <

No SIM & 13:48

< Test mode

3

Test mode

Place your system on test mode temporarily
during system testing or home repairs to prevent
false alarm.

Activate Test Mode

b= o 0 oo

Devices MeshBots Security Settings

1 @36% @) aNoSIM =

0

Security

42

1@ 36%@ ) @ NoSIM 7 13:48

91 @36%@ )

Test mode

Select test duration

Live Test 30 days

Review

= D 0 oo

Devices MeshBots Security Settings

7 @38%@)

Test mode

L

Test mode

Your account has been placed in test mode until
01/13/2023 11:19. This gives you a chance to test
your system without triggering false alarms.

Disable test mode




Disabling Test Mode will place your account on live and you will have the Professional
Monitoring dispatch service available.

Disable test mode? Test Mode has ended!

Once you disable test mode you will have the Your account is now live!
professional monitoring dispatch service
available and you won't be able to return to

this mode again.
Cot it
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Complete installation
When everything is set up correctly, the installer will need to complete the installation.

Tap the ‘Complete Installation’ button in the ‘Security’ area to finalize the installation.

You will see a confirmation screen if the installation is successful.

No SIM & 16:26 7 @ 86% @m) No SIM & 16:28 v @ 86% @m)
Security Settings < Complete Installation
©. Check System >
8 Configure Security Modes >

o Activate Professional Monitoring u

:‘: PIN Code Creation Instructions

§.» Complete Installation

Installation
Successfully
Completed!

@) Log Out Customer

o o

Devices MeshBots Security Settings De s MeshBots Security Settings

Once an installation is complete, the installer can access it by choosing ‘Access
existing installation’.

The installer can find the installation by using the controller’s Serial Number or the
resident name associated with the account.

* Existing (completed) installations are accessible only when the resident has
granted access from their mobile app.
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+No SIM & 17:04 < @82%@m «NoSIM T 17:04 7 @ 82% @m)

Logout ACCESS INSTALLATIONS < SELECT HUB ¢

Q Enter serial number or email address

Sara Boyd N
' ‘ n 92002903

Ellen Sacks N

92000069

Begin new installation

Access existing installation

After selecting the installation, the application will allow adding devices using the ‘+
button.
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+NoSIM & 17:07 7 @ 81% @)

Devices Q ] +

By Room By Type Failed

No room

B Controller Siren >

Door/Window Sensor 920% :‘
=
I‘l' Door/Window Sensor >
DISARMED
Motion Sensor 90% [Em}
@\,‘ Motion Sensor >
DISARMED

Motion Sensor

909 [}
=
Temperature Sensor >
(CQ 777°F
Devices MeshBots Security

Log out of the installation

e To log out from the customer account you have to go to ‘Security’ and press on the

Security Settings

G Check System >
ﬁ Configure Security Modes )
@ Configure Central Monitoring >
:i: PIN Code Creation Instructions )

'] Log Out Customer '\

‘Log Out Customer’ option: Devices  Meshbors | Securly ) More
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Logging out will redirect you to the ‘Access Installations’ screen. You should now be able to
access an existing installation after the resident has granted you access from their app.

Ezlo Protect Resident App

Logging into the resident app will present the customer with the Security Dashboard.

No SIM & 11:26 7 @ 50% @ )
Forgot password? ooe J1 1
MyHome i

(] sYSTEM TEST MODE ON!

Ezlo Protect s0s

Alert Dispatch

Security System >

Disarmed

At Home
Username

Cameras >

Password

VistaCam 703 00626EFE2E79

Powered by Ezlo

Home Devices MeshBots More
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From the Dashboard, the customer can have a view over his paired devices as well as change
the Security Modes of his house.

a. NoSIM 7 14:14 7 @ 83% @m)

]

Disarmed
At Home

Disarmed

Al Home

|

Arm (Stay)
Night

Configure

A

48

< Security System

Disarmed

Will disarm all your sensors!

Arm (Stay)

Will arm all of your sensors except for the motion
sensors. This is the arming mode you should use
when remaining inside your home. Using Arm
(Stay) is also recommended if pet remains inside
the property when resident is away!

Armed

Will arm all of your sensors. This is the arming
mode you should use when leaving the home
and no one else will be at the premises

Entry Delay S
0s
Exit Delay
>
0s
L
Home Devices MeshBots More



You have the option to arm/disarm and configure the system as described above.

You are able to select through 3 different security modes: Disarmed / Arm(Stay) /
Armed(Away).

Each of the security modes has an entry delay, to disarm the system before the alarm sounds
and an exit delay, to arm the system once you have left the house.

The exit delay time can be changed to one of the predefined values if navigating to More >
Settings > Entry & Exit Delay Settings.

12:23

< Settings

Controller

ﬁ Unit Settings
_—>

> Network

fo Z-Wave Settings

Security
0 Seconds
W& PIN Codes
30 Seconds
% Configure Security Modes > 45 SEeords
1
. Professional Monitoring > 60 Seconds
ve
120 Seconds
nds
Other R |
180 Seconds
0] Logout 30 Seconds -
& ] o H
Home Devices Meshbots More

Il 0 < SAVE
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The Entry & Exit Delay Settings look slightly different on the resident apps on |IOS and
Android.

3:48 =€ 3:49 =B
< Settings < Entry & Exit Delay Settings
General ° Entry Delay

30s
A Notifications >
Exit Delay
Os
Controller
£ Unit Settings >
m. Bottery s
ffcg Z-Wave Settings >
= Net & Wi-fi >
Security
¥ PINCodes >
= Entry & Exit Delay Settings >
Other
= App lock >
.s LLd
LL] LL}
T Devi More me De MeshB: More
—

You can view the status of all security sensors by tapping on the arrow next to Security

System.
Once the alarm is triggered, you will receive alerts about the current state of the sensors.
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w NoSIMF 15:10 7 @ 75% @m)
< Alerts Q Filter Edit
2 Aug 2022

Aeotec Door/Window Sensor

15:09:47

Aeotec Door/Window Sensor

X 15:09:10

Aeotec Door/Window Sensor

Door/Window Sensor 15:09:05

Door/Window Sensor

||'| Door/Window Sensor Open 15:09:00
Aeotec Door/Window Sensor
15:09:00
FIOOd SenSO r Aeotec Door/Window Sensor
15:08:56
= Door/Window Sensor
@ Flood Sensor armed
15:08:33
Door/Window Sensor
Motion Sensor Device changed state 14:57:58
Motion Detector
= 5 Q = oo
{(\m\ Motion Detector Motion Home Devices MeshBots More

Pressing the bell icon from the top right corner of the screen will display the list of Alerts. The
Alerts section can be reached from the ‘More’ menu as well.

No SIM & 11:26 7 @ 50% @)

@ w NoSIM = 18:05 7 @ 64% @)
oo -
MyHome More

() SYSTEM TEST MODE ON!

o
- Q
sos Users Cameras
G Alert Dispatch
[ Q
Security System ) Rooms Doorbells
Disarmed
At Home
Alerts >
Cameras > My Controllers >
VistaCam 703 00626EFE2E79
Settings >
Help >
5 Q 5 Q H
Home Devices MeshBots More Home Devices MeshBots More
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Meshbots

The MeshBots menu section will allow you to view, create, and run automations (scenes)
created on your hub.

In order to create a scene, select MeshBots from the bottom of the screen, press the ‘4’ sign in
the right corner of the screen, add events and actions, such as in the screenshot below and
you are ready to go.

No SIM = 11:20 7 @ 93% @m) + No SIM = 11:19 7 @ 93% [@m)
MeshBots +1® < New meshbot
No room MeshBot Name
- Untitled MeshBot
@ test > Z U
Activation event Edit
@ test 4 } Z -I:I- Whenever Motion Detector is
@ armed and detects motion
Motion Detector
N -
@ test2 > £ U -I— Add event
@ test3 > £ 1 Action Edit
(\'J 100% level )
®  SmartLed Light Bulb
+ Add Action
Room
No room
o
Home Devices MeshBots More L2
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Devices

In this section, you'll be able to view all devices paired with your hub which can be sorted by

room, type, or failed.

! lifecell & 2:35 PM @ 3
Devices Q i +
By Room By Type Failed
No room
)
Q TestSwitch () >
ON
= TestTemperatureSensor >
@ 32.0°F
@ TestThermostat_3 >
Current Setpoints o
Cool
Other modes ~
5 Q o -
Home Devices MeshBots More
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You'll also be able to add any supported smart devices by using the ‘+' button and picking
from the list.

il lifecell & 2:50 PM @ @)

Done Device Wizard

Step 1: Select Your Device

Z-Wave Smart Start
~ You caninclude Z-Wave devices

-

oo automatically by scanning their QR >
codes.

| :

n Appliances >
Cameras ¥
ea

' Dimmers and Lights >
Door Locks >
6 Doorbells >
@ Energy >
/7 s 7 Mmvin Amicn N

Create a resident pin code from resident app:

To create the PIN Code from the resident app, go to More > Settings > PIN Codes
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No SIM & 11:55 7 @ 46% @ )

< Settings
M Z-Wave Settings >
% Net & Wi-fi >
Security
& PIN Codes >
& Configure Security Modes >
© Professional Monitoring >
Other
&3 App lock >
@] LogOut
o0
o0
Home Devices MeshBots More

On the PIN Codes page, you have the option to add PIN codes to your user.
To add a PIN code, press on the ‘+' symbol.

No SIM & 11:56 7 @ 46% @)
4 PIN Codes
Ken Dean
v -
test < U

fome Devices MeshBots More

On the next page, you will be able to add the PIN Name, the Access Code and also choose if
you want to have this PIN work on the Security Panel as well.
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No SIM & 12:02 7 @44% @)

< New PIN code

PIN name

test 2

PIN code

6590

Access

Select the devices you want this PIN to
work on.

EI Security Panel o

Home Devices MeshBots More

Tap the Save button to save the new PIN.

Changing between Security Modes

By pressing on Security Modes you can either arm or disarm the House

X : Configure
Disarmed
At Home

-] ¢ =

Disarmed Arm (Stay) Armed

At Home Night Away
System not ready to arm! (D
”'| Door/Window Sensor Open

Bypass Sensors

If there are sensors in tripped status you will receive the following message: ‘System not
ready to arm?!'. In this case, you will have two options: either to un-trip the sensor or press on
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the ‘Bypass Sensor Button’. Once one of the options is fulfilled, you will receive the message:
Ready to Arm!

X Configure
Disarmed
At Home
v _ "
=] [ =
Disarmed  Arm (Stay) Armed
At Home Night Away
Ready to Arm! ®
'|l| Door/Window Sensor Open

After pressing on the Arm (Stay) button a countdown will be displayed on your screen.
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uwNo SIM & 14:50 7 @32%@ )

eoe %&( ﬂ

(1] sYSTEM TEST MODE ON!

SOS

Alert Dispatch
Security System >

28 Changing house mode...

Cancel

- a - (X
L] Q | > | o0
Home Devices MeshBots More

On the Security Panel, the Ul will be slightly different.

Countdown

You can open/close doors or windows without
triggering the alarm
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On the mobile apps, you can cancel the arming command by pressing on the Cancel button.

»No SIM =& 14:50 7 @ 32%@ )

LXX] %{% Q

(] sYSTEM TEST MODE ON!

SOS

Alert Dispatch

Security System >

28 Changing house mode...
Cancel

- v P (X
L] Q > | o0
Home Devices MeshBots More

On the Security Panel, you Cancel the arming command by pressing the Cancel button and
entering one of the PIN Codes you created previously.
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e Keypad

Arm (Away)
Away

‘ 00:16

Enter your PIN code to Cancel Arming

To disarm the House on the mobile app you will need to press on the Arm button and select
Disarm.
1+ NoSIM= 15:03 7 @31% @)

coe t_’l

MyHome

SOS

Alert Dispatch

Security System >

Arm (Stay)
Night

Configure

Arm (Stay)
Night

v W

=] ¢ =
Disarmed  Arm (Stay) Armed
At Home Night Away
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To disarm the house in the Security Panel, you will need to press on the Arm icon (top left)
and input one of the PIN Codes you created previously.

4:03AM
ez Io Wed Aug 03 2022 > 13?%

Door/Window Sensor dw_is_opened
Aeotec Door/Window Sensor dw_is_opened
ﬁ~ Meotion Detector Armed

Flood Sensor Armed

VistaCam AQEF133DA393

Keypad

Enter your security code

If the Disarm command was successful you will receive confirmation on your screen.
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Disarmed

Alarm activity canceled.

By pressing on the Cameras option you will be able to view your paired cameras from your
account. You can enter the camera live stream by going to Devices and pressing on the Play
button.
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VistaCam 1103

Security System
Security System

1
e pifafmed ¥ : , -

Disarmed
At Home

Sensors >
Cameras
. Water sk Sanser -~
°
Generic Sensor >
- No Motion

/ VistaCam 1103 ESABFAA5398E Motion
i Sensor

Alerts will show the list of your recent events.

1No SIM F 15:19 7 @25%0 )
< Alerts Q Filter Edit
15 Dec 2022

Device changed state 11:04:58

Unknown Device
Smoke detected by Smoke & CO Sensor in .

10:35:35
VistaCam AOE2D50C06F9
VistaCam AOE2D50C06F9 rings.
10:30:32
VistaCam AOE2D50C06F9
VistaCam AOE2D50CO06F9 rings.
10:30:09
VistaCam AOE2D50C06F9
VistaCam AOE2D50CO06F9 rings.
L]
Home Devices MeshBots More
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The same functionality can be found in the Security Panel:

7:00AM 73.92
n 73.
2 Z I 0 Wed Aug 03 2022
Alerts
Disarmed
Q Alerts
\/ G sos \

Devices section will display all the devices added to your controller. You can also control them
from this screen (Ex: lock/unlock the Touchscreen Deadbolt, turn Off/ON a Light Bulb)

No SIM & 15:26 7 @24%0 )
Xy £l
MyHome -
termostat
Notificatio notificatio notificatio
n n n3
L]

Door locks >

Touchscreen Deadbolt
0

Locked
Can't Detect Device

Lights >
Wall Second Switch
v
[ ]
Thermostats >
46.0% :'
L]
Home Devices MeshBots More

The same functionality can be found in the Security Panel:
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QZIO 7:02AM » 73.92

Wed Aug 03 2022 New Jersey
Doorlocks
e G o
Disarmed
Touchscreen
Deadbolt
Open
L cameras
f_l Alerts

3: Devices

Meshbots will display the scenes created on your unit. You can run the scenes manually from
this screen on the mobile apps:

.. No SIM =& 15:31 7 @ 23%0 )
LN ] n
MyHome .
~TwVil ILY OYDLCIII Ve

Disarmed
At Home
MeshBots
termostat
Notificatio notificatio notificatio
n n n3
® 00000 0 0 0

Door locks >

Touchscreen Deadbolt
o Locked

Can't Detect Device

[ ]
Lights >
. Mol Camcindl Cuaiteala
L
Home Devices MeshBots More
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The same functionality can be found in the Security Panel:

7:06AM 73.92
» .
QZIO Wed Aug 03 2022 New Jersey
Meshbots
a test test2
Disarmed E test ‘ test?
£ cameras n test3 u test 4
— test3 — test 4
A Alerts
85 Devices
& Meshbots
| @sos

By pressing the SOS button you will be able to dispatch the emergency services from the
mobile apps:

SOS
Alert Dispatch
Security System
SOS ° Disarmed
Alert Dispatch . .
. Sensors >
Security System x
e Disarmed Central Monitoring
At Home Hold any panic button for 3 sec to call dispatch
* Medical
Sensors > i Fioles
Fi
No Leak = ~ e
Water Leak Sensor 96%

The same functionality can be found in the Security Panel:
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Central Monitoring
Hold any panic button for 3 sec to call dispatch

A 4

Medical Police

Help

In the Help section, the customer (resident) can reach out to the partner (dealer) via service
desk, email, or phone number.

Contact details can be configured on the Partner Portal in the Contact Info section.

all lifecell & 2:27 PM @ @)

< Help partnersupportwebsite.com C

Support contacts

e 011111-22-33

Contact us for help

-~ supportemail@somemail.com

Have a question? Email Us!

@ Dealer Support Center ~—

Contact my Dealer

o Open a ticket

Have a question?

o0
o0
Home Devices MeshBots More
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all lifecell &

2:27 PM

< Help

@ @

Support contacts

011 111-22-33

Contact us for help

—

7

supportemail@somemail.com

Have a question? Email Us!

[

Dealer Support Center

Contact my Dealer

)

e Open a ticket
r* Have a question?

ol lifecell & 2:27 PM

< Help

Support contacts

e 011 111-22-33

Contact us for help

QD call: 011 111-22-33

Cancel

-~ supportemail@somemail.com

Have a question? Email Us!

5 Q B HH
© @ all lifecell & 2:30 PM @ %3 .l lifecell 2:30 PM @ %3
< Open a new ticket < Priority
. . Critical o
Customer informati...
High
Priority Level
Urgent Normal
Issue Description
Low

some issue description

@ Dealer Support Center

Contact my Dealer

e Open a ticket
r* Have a question?

Save

- 5 =
L] Q ]
Home Devices MeshBots

o 23 & ¢

More

return 5 Q

Home Devices

68
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Provide access to installer users

e Installer users will see an error message at the ‘Proceed with installation’ step if they
were not granted access by the resident on a completed installation:

&

Connection issue!

Remote access not enabled

You can enable installer access in the resident app by tapping on ‘More’ and select ‘Users’.
From there, you have a slide button in order to enable access for the Installer.

More < Users -+
®
= Q
Users Cameras
*
[ u] JO! Fae Test
Rooms Doorbells \\ \ccount Administrator
REMOTE ACCESS
Alerts > Installer/Dealer Access O
Enabled
My Controllers >
Settings >
- H ) LX)
i3 Q ] as L] Q ] oo
Home Devices MeshBots r Home Devices MeshBots More
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Ezlo Protect Resident Portal

Intro: Menu, Customization

Security Dashboard

The Protect dashboard displays a preview of the devices included on your controller. Here
you can view and control your devices.

». >
4 T~ 5:57PM ~72:
..... A
92002903
0§ Dashboard
] ) Door/Window Sensor
{8 Avtomation - e
& Plugins - A Motion Sensor No Mot
o Disarmed
O Account -
.
Aler!
Devices
Meshbot
/
Gos )
J
@ support
0 Logont
Automation

MeshBot Automation is a powerful tool that helps you create from simple to complex
automations using your controller and devices.
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https://protect.mios.com/

5:57PM w72

Wednesday, December 14

>
« (L

92002903

©

Disarmed

eeeeeee

Meshbots
Within this feature, you may create 2 types of automations:

1. Automation MeshBot
2. Notification Meshbot

=] 4

Automation Notification
MeshBot MeshBot
Cloud Local Create

1. Automation MeshBot
e Connect any app to any app, service, or device and create automations by configuring

the ‘triggers’ and ‘actions’.
e The options for Automation Meshbot are Cloud and Local.
Local automations can link in scenes the devices from one controller, whereas cloud

automations link your devices from all of your controllers.
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. Thermostat h'. 92003511
13 Dashboard TRIGGER

&) Automation a
i Node Type Node Capability Armed state Value -
NoT ) ; ) U
MeshBots Device - Door/Window Sensor v Dw state - any v dw_is_opened ¥
Current value (token): dw.Js_opened
Advanced Scripting v
+ Add Trigger + Add Group
x- Integration v
& Plugins v
ﬁ:} Settings v
TRUE
9 Account v
Controllable Capability Valve —
Device v Thermost v  thermostat_mode ¥  off v Exception U
Gurrent value (string): auto
Immediately (Il Delay
+ Add Action

@ support
Save
@) Logout w1391 _

2. Notification MeshBot

e Keeping track of the apps, devices, and services from your automation Meshbots and
providing information on when and where the triggers and actions are taking place.
e Select whether you want to get an email notification, push notification, or both.

00! sensor notification

& Avtomation - —

MeshBots
p— e bty e =
Advanced Scripting “ NOT.  Device ~  Door & Window Sensor v security_threat ~  status - u
Variables s Bt
- v tree -
Expressions
+ Add Trigger
Lua Scripts
. Integration -
ACTION
& Plugins -
& Sottings M Notification v  karliohnfae v |email, push ~
aQ A t -
Subject
Door Window Sensor opened
Message body
Support ’ .
@ The door window sensor is opened
§) Logout V1391
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Advanced Scripting

Variables

A variable is a user-created container used to house a specific piece of data. You can use
variables in Meshbot triggers on devices with capabilities that may be at a range of levels. You
can also set the value of an existing variable in a Meshbot action.

Expression

An expression is a piece of code that retrieves the current setting of a device's capability. For
example, you could create an expression to fetch the current ‘on/off’ state of a switch or the
current temperature of your thermostat. You can then use the result of this call to determine
whether or not your meshbot trigger runs. For more information about advanced scripting

please visit https: ort.ezlo.com/hc/en-us/sections/8060914491676-Scripting.

Integration

Cloud Integrations - NUCAL

e Allows you to integrate cloud-enabled services or devices with the Ezlo platform using
third-party APIs.
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https://support.ezlo.com/hc/en-us/sections/8060914491676-Scripting

IP Devices

The IP devices area lets you easily create virtual devices capable of sending HTTP commands
to any physical WiFi device, or any service that accepts HTTP requests. This provides fast
integration and control of generic WiFi devices without needing 3rd party plugins or logic
engines.

Download and install the IP devices plugin

Click ‘Plugins’ > ‘Edge Plugins’ > ‘Marketplace’

Locate the ‘IP Device Generator Plugin’ row

Click the ‘Copy to my Ezlo’ button

This will copy the plugin to the ‘My Private Plugins’ area:

Marketplace

-
Dashboard
I8 Dashboar My Private Plugins My Published Plugin

8]; Automation -

x‘ Integration a
Marketplace
NuCAL

M Columns Filters = Density & Export
IP Devices
Version Certified Info Copy to my ezlo
Virtual Container

i |

®

v

Virtual Devices

| IP Device Generator Plugin TOU® = W
- )

& Plugins
Ezlo DSC alarm panel plugin 1.0.24 @ rﬁ
Edge Plugins
Ezlo Ping Sensor plugin 1.0.6 - @ [_‘
Plugin Settings
Ezlo Philips HUE plugin 1.017 @ [_‘

SS_{ Settings -

e Click the ‘My Private Plugins’ tab
e Click the ‘Manage Installations’ icon in the ‘IP Device Generator’ row
e Install the plugin onto the controller of your choice:
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[ My Private Plugins ] My Published Plugins Marketplace + Upload New Plugin

My Pfivate plugins

Columns Filters = Density ¢, Export

Plugin name Version Info Download Manage Installations

1
Ezlo SiteSensor plugin 1.0.3 ® o s:'ﬂ

. =
[ IP Device Generator Plugin } +fr G S

Ezlo Ping and WOL plugin 1.0.1 ® &

Manage ezlo.wifi_device_generator plugi

n installations

@ 90000XXX

ACTION

TRUE
e =

Comtronatie — o
[Device -~ TTS Virtual Switch vJ Swiiich v  false = immediately (I Delay Exception u

Current vahso (boolsan): false

For more information please visit

Virtual Devices

Virtual devices work exactly the same way as physical smart devices and can act as a

75


https://support.ezlo.com/hc/en-us/sections/8060914491676-Scripting

‘universal translator’ for unsupported devices. You can view and control them in the
‘Devices’ area and the dynamic dashboard, just like physical devices.

You can map them to physical devices via a meshbot, monitor their status, and send them
commands in your meshbot triggers and actions. A virtual switch, for example, lets you
control physical devices and meshbots that are monitoring the state of the virtual switch.

Virtual Container

The Virtual Container area of Resident Portal also lets you create a virtual device and set up
its states and commands. These commands can be mapped to real device commands or
cloud service commands. A virtual switch, for example, lets you control physical devices that
are monitoring the on/off state of the switch.

For more information about Virtual Devices and Virtual Container please visit

Plugins

Plugins are small applications that extend the features of your smart hub, adding
functionality that makes it easier for users to complete tasks without knowing the code.

.1 |
:: Dashboard
4+ UPLOAD NEW PLUGIN

@: MeshBot Automation

NUCAL My Private plugins
Il COLUMNS = FILTERS = DENSIT
2N
Plugin name Vel
Edge Plugins

node_test_plugin

Virtual Container

ezlo_protocols

Ezlo is committed to helping developers create plugins that expand and enhance the core
functionality of our products. Our open platform and feature-rich APIs are designed to inspire
developers to make truly wonderful plugins of their own.
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For more information, visit https://mios.com/integrations/cloud/

Edge Plugins
e Allows you to upload new plugins to Resident Portal; Extra functionality to your
devices. Each one can expand your device's capabilities.
Plugin Settings
e Allows you to add a prefix name for Edge Plugins.
Settings

Controllers

This section will display all Ezlo hubs added to your account.

- Controllers

i3 Dashboard

@) Automation v Unassigned controllers
:{- Integration v h. o
Plugi v
& Plugins 92003511
Q Settings -~
Controllers Function -
Devices
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Devices

This section will display all the devices from your Ezlo smart hub, and allow you to set up
advanced configuration. The available settings are different for each of the smart devices
added to your hub.

I§ Dashboard

:E: Automation -
s Integration - © 92003511 © e92003511 C © e¢92003511 C
Controller Siren Door/Window Touchscreen
& Plugins - Sensor Deadbolt
Status: On Status: Off Status: On
Q; Settings - Room: Unassigned « rRoom: Unassigned « Room: Unassigned «
Devices
. © e92003511 © o 92003511 © 92003511
Z-wave Associations
VistaCam 1103 Door & Window Motion Detector
Backups E8ABFAA53C69... Sensor
Status: On Status: On Status: On
9 Account - Room: Unassigned + Room: Unassigned « Room: Unassigned +

© 9200511 C O

Touchscreen Vista

Deadbolt AOE2

Status: On Status

Room: Unassigned « Room:

E
Function

Are timed operations enabled | «
Lock timeout otic
Rediscover device

tus
Supported inside handle ids m:
Supported outside handle ids
Z-Wave Configurations

Zwave Association Groups

Zwave Associations

ONA76FFF2FTR TNA ?
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Z-Wave Associations

Z-wave Associations let you create direct communication between two or more Z-Wave
devices without the need for the hub/controller to intercede. One device acts as a controlling
node that sends commands to one or more receiving, or ‘slave’, devices/nodes.

For more information about Virtual Devices and Virtual Container please visit

Backups

Under this section, you are able to create backups of your current configuration or restore a
previous configuration from an existing backup.

Account

My Account

Information regarding the installation, billing, and mailing addresses.

Account Info

l= Dashboard
Installation Address

IE|I Automation hd
¥ Integration v
& Plugins v
233 Settings v
9 Account -
- -
My Account

User Management

Bllllng Address Use Installation Address v

Mciling Address Use Installation Address v
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User Management

The ‘User Management’ page lets you add, remove and modify resident users. Click ‘Account’
> ‘User Management'’ to open the area:

Virtual Container .
= MiOS 1201 Users Q + Add new user

[@ Account a ]

Alan Partridge apartridge alan@example.com A o
My Account
Susan Titchmarsh susie-t susan@example.com Z
[ User Management George Grimethorpes  george george@example.com VA [w]
Backups

Add, remove, and edit users

e Log into Resident Portal
e Click ‘Account’ > ‘User Management’
e Click ‘Add New User":

-

I8 Dashboard

First Last Username Email Pin Code Password
. Name Name
(=) Automation v
Resident cstprotect-
: -] CST cstresidentlivel i
:{' Integration v ] 1 testing+residentl@ezlo.com o Ceeta iR FESTeR
4 Plugins v . .
Test User 8202z49ip99888wc3 ezlomdeteam@gmail.com
533 Settings v
9 Account -
My Account

User Management
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e Complete all fields in the new user form. Passwords must be at least 8 characters long
and contain at least one uppercase and lowercase letter, a special character, and a
number:

ezlo
Innovation < USEI’ Det(]“S

l= Dashboard

First Nome *

E Automation v
#’ Integration v Last Name *
* Plugins v Account Type *
> @)
233 Settings v
@ Account -~ User Name *
My Account
Email *
User Management
Password
Password * ‘Z

Confirm Password *

Password requirements

Uppercase letter.
Lowercase letter.
One number and non-alphabetic character.

Minimum 8 characters.
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e You will also have to choose one of the Account Types, depending on the access level
you want the user to have.

Account Type X

O Account Administrator

An Account Administrator has full control over the entire account. There must be at least one Account Administrator for each Account; typically this is the person who sets the system(s) up. An Account
Administrator can control or change who else has access to each system and at which Permissions level. An Account Administrator can change any account information (such as the home address), and can
change how the system operates (such as which sensors are active in Night Mode). An Account Administrator is entrusted with controlling all devices without restriction. This is the highest level of control of
your Account.

Advanced User

An Adh d User has ission to do almost ything an Account istrator can do, with one exception: The Advanced User cannot create new users or change the status of others. Since an Advanced
User can control all devices, this status should be reserved for those people who need to change device settings, and/or create, change and configure Scenes and Modes. The Advanced User permission level
can only be assigned by an Account Administrator. This is the second highest level of control of your Account.

Basic User
A Basic User can operate the controller as allowed by the Account Administrator(s). Typically this is the level that's assigned to most family members (especially children), or household help, or employees of a

small business. Essentially a Basic User can use the system, but cannot make any changes to account settings or how the system is setup, and cannot create or change other users accounts. This Basic User
level of permissions is usually the most common, especially for larger families or small businesses with employees.

Notification-Only Recipient

A Notifications-Only Recipient will receive notifications by text and/or email when there are events such as security breaches, temperature extremes, and other safety or security occurren ces (Which events
wil trigger these notifications is under the control of the Account or Guest Administrators). A Notifications-Only Recipient cannot control or configure the controller. This is the lowest level of permissions
granted.

Permission Notification-Only Recipient Basic User Advanced User Account Administrator

Create new user accounts and change user permissions, including V2
which aspects of system operation each user is permitted.

Create and changes Scenes and Notifications, configure Modes, and \/ \/
change device setups.

Operate the controller by changing Modes and operating devices such v v v
as lamp dimmers (as allowed by the Administrator).

Receive text and/or email notifications about events (such as security \/ \/ \/
sensors tripping, smoke detector triggering, and door lock access).

e Click ‘Save’ to create your new user. We will send an account verification email to the
email address you provided in the new user form.
Users must click the validation link in order to log in and use Resident Portal.
New users will appear in the list where you will be able to manage them:

= MiOS 1201 Users X Q + Add new user

Alan Partridge apartridge alan@example.com (W)
Susan Titchmarsh susie-t susan@example.com
George Grimethorpes george george@example.com G
el Sl S L (SR i - ; e
I Bob The Builder bobby bob-builder@example.com | u
Your new : ;
Click the pencil
user ) icons to view
dppears i or modify any
the user-list. user's details.
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For more information about Users and permissions please visit:
https:/support.ezlo.com/hc/en-us/articles/8062348901532-User-Management

PIN Codes

The PIN Codes area lets you set access codes for physical locks that feature a keypad. Once
created, you can apply the codes to your lock via a meshbot action. PIN Codes must have at
least 4 numbers but can be any length beyond that as supported by your lock. In this section,
the Default Pin Code (1234) can also be found to be changed.

Create a PIN code

e Click ‘Account’ > ‘User Management' to open the users' area.
e Click ‘PIN Code’ in the row of the currently logged-in user.
e Click ‘Create PIN Code™

MiOS 1232 Users

Search Q -+- Add new user

\

Basic Name B. Surnome basic_username example@example.com i

Admin Name Adm. Surname adm_username cadmin@admin.com

Advanced Name Adv. Surname adv_username email@amail.com \ .
N o - - Y

m Admin Account

Pin name Edit Delete

The PIN creation screen lets you choose a name and value for the code, and the locks you
want the code to apply to:
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Create a name that

lets you identify the

purpose or user of =
the code.

Codes must be at
least 4 digits long.

—

Pin Name
Bob Pin Code
New Access Code
123456 1O
Locks Select All
=. Front Door Lock Device
Online
=_ Back Door Lock Device
Online D

Save

-

Choose the
locks to which
you want the
code to apply

then click 'Save'.

—

e Your created codes are listed in the PIN management area as shown below:

Pin name

Bob Pin Code

Rita Pin code

Sue Pin Code

P~ Admin Account

Edit Delete

Apply the codes to your Door Lock

Next, you need to create a Meshbot action to implement the PIN Codes. Resident Portal will

automatically add a new capability called ‘user_codes’ to all target lock devices.

You can create a Meshbot with a standalone action and run it from the meshbot list screen.

Alternatively, you can add triggers (or exceptions) to implement, for example, time-based

restrictions. The lock will use the codes from the most recent Meshbot that was run on the

lock.

For more information about meshbots with standalone action please visit our website:
https://support.ezlo.com/hc/en-us/articles/8062348901532-User-Management
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ezlo

property. empowered.
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